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ABSTRACT

Robotic systems have developed very rapidly over the past decade. Robot Operating System is an open source-based
software framework for the efficient development of robot operating systems and applications, and is widely used in various
research and industrial fields. ROS applications may contain various vulnerabilities. Various studies have been conducted to
monitor the excution of these ROS applications at runtime. In this study, we propose a real-time attack detection system
using event-based runtime monitoring in ROS 2. Our attack detection system extends tracetools of ros2_tracing to instrument
events into core libraries of ROS 2 middleware layer and monitors the events during runtime to detect attacks on the
application layer through out-of-order execution of the APIs.
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Table 1. Instrumentation points in our system

Layer Instrumentation Points Type
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rcl . I
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Application:
Nodes:
- name: minimal_publisher
- name: minimal subscriber
Topics:
- name: topic
publish_side:
- minimal_publisher
subscribe_side:
0 - minimal_subscriber
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Fig. 5. The configuration file(config.yaml) to
configure the topic example
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Table 2. List of unique identifiers for each event

Event Type Instrumentation Points Unique Identifier
| bl node_name publisher_handle topic_name
rclepp_publish . .
node_name publisher_handle topic_name
rclepp_take
Runtime relepp_send_request node_name client_handle service_name
Events rclepp_handle request node_name service_handle service_name
rclepp_send_response node_name service_handle service_name
rclepp_handle_response . .
node_name client_handle service_name
| nod node_name node_handle
rcl_node_init
- T node_name node_handle
rcl_node_fini
Initialization | rcl_publisher_init node_name publisher_handle node_handle topic_name
Events rcl_subscrbier_init node_name subscriber_handle node_handle topic_name
rcl_service_init node_name service_handle node_handle service_name
rcl_client_init
- N node_name client_handle node_handle service_name
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Table 3. Results of security evaluation

Add node detected
Remove node detected
Add publisher detected
Add subscriber detected
Add client detected
Add service detected
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Fig. 6. The ROS 2 application example for security evaluation
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